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THE HISTORY OF SECURITY MONITORING

PART ONE: WORLD WAR I

. {oonlidentinl

The emergence of radio as a pri-
mary means of commnication during
World War I resulted naturally enough
in the development of commnication
intelligence and communication security
as we know them today. Easily inter-
cepted radid messages produced valuable
intelligence on enemy operations, end,
conversely, gave the enemy information
on our operations. Since there was no
practical way of eliminating enemy in-
tercept, the next best thing was to
sample our own communications in order
to discover what intelligence was being
disclosed, and to take steps to mini-
mize future disclosures. Thus, secu-

-.ty monitoring came into existence.
L]

A Typical World War I Radio Station

In July 1917, the Radio Intelli-
gence Section,Generel Staff, GHQ, AEF,
was Tormed in France, primarily for the
purpcse of attecking Germen military
ccdes &nd cipkers. Ko ccormmunication

security elfort was in evidence during .

the first year, but an incident has
veen recorded which might have led in-
directly to such an effort. Americen
intercept operators, searching for an
enemy station, picked up an unknown
station trensmitting an unfamiliar
code. BSample messages were copied and
turned over to the code section. Here
they were puzzled over for some time,
until finally it was discovered that
they were training messeges originated
by an American station in Belgium.

- Trench Code has

This was somewhat of a joke on the code
experts, but it may have turned their
thoughts to commnication security. At
any rate, a security sub-section was
established shortly thereafter in Feb-
ruary 1918.

The duties and functions of the
security sub-section are best described
in an actual report submitted by the
sub-section to the General Staff on
5 May 1918. Portions of that report
are quoted herewith:

"The Trench Code now in use by our
is a production based scientifi-

Army

cally on the actual solution of enemy

Trench Codes, thus giving a practical
code that can be used as the best means
of wireless communication with absolute
security; but it is not 'fool-proof.'

"Actual use of our code has shown
that after all the care of producing a
scientific, practical and secure code,
it is used very carelessly and thought-
lessly in the field. This ebuse of the
in nearly &all cases

been due to the offenders' 1lack of

knowledge of the use of code as a means '

of communication. It is, therefore,
absolutely essential that before a man
uses ccde, he must be thoroughly famil-

- lar with all fundamentel principles of

code and with the means
tion he is going to use.

of communica-

"While General Orders and instruc-
tions given in the code bock thoroughly
cover the questions regarding the prop-
er use of our Trench Code, it has been
found that a strict surveillence ofthe
actual use of the code is necessary to
meintain discipline and keep our code
reasonably safe from enemy solution.

"This surveillance of the actual
messages sent by wireless is carried
out in the following manner: &a number
of radio intercept* stations are in-
stalled along the entire front occupied

* 'Intercept,' as used above, 18 synon-
ymous with 'Monitor,' as used today.
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by our Azmies. The duties of these sta-
tions is to intercept our Trench Code
only. These are known as 'Control Sta-
tions,' and their sole purpose is to
intercept all American messages which
have been sent. The messages thus in-
tercepted are sent into the 'Control
Officer.' This officer must be thor-
oughly femiliar with Trench Codes. He
must be able to detect all infractions
of instructions and General Orders cov-
ering the use of code and cipher. He
st be able to suggest the best meth-
ods for using Trench Code and be s0
qQuelified that he can criticize intel-
iigently and thoroughly +the manner in
which our Trench Ccde. is being used in
the field. lis further duties are to
sce any weaknesses that make the pres-
ent rforz of Trenck Code vulnerable to
enexy code men, and make recommenda-
tions in this way for improvements and
zorrections. In order to properly
criticize znd to detect any faults and
wearnesses, the 'Control Officer' must
place himself in the position of tue
enemy vode man end study our messeges

Jrem lhe enexy viewnoint.

"When messszes ure receivedly the
‘Control Officer,' they are decoded,
end i eny violsticns ¢l General Orders
Cr iustrucilons are found in a message
ch Las been encoded, a letter is
Y  through military channels to the
er  commending the unit in wrich
the messege origineted, over the signa-
ture of tie Comrmeniing Genersl. Thre
officer commending the unit concerned
is requested to makxe en investigation
and report the wction taken 1in each
case 10 General Healquearters.

re
(S
2]

"Prezpt  end strict measures are
teken when a messege in the clear is
tercepted. Documentary evidence
proves thet the enemy gained valuable
information concerning our order of
battle, etc., due t0 carelessness in
the sending cf clear English redio mes-
sages by operatcrs and officers.
Whether the message is of tactical val-
ue crmerely irresponsible conversation
does not rcatter. The enemy can make
valuable deductions in all cases.”

A few months after the submission
of the above report, the functions of
the Radio Intelligence Section were

transferred to the Signal Corps. The
security work then being done was ex-
panded to include an examinstion into
faulty call letter assignment end clos-
er supervision over the assignment of
organization codeé’ names.

Towards the end of the war, the
dangers inherent in careless telephone
conversations were realized. Wires
were tapped near the front lines, and
offenders ' were reported to their com-
manding officers in an effort to pre-
vent repetitions.

N e
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Security Monitor, Circa World Kar |

Just as the full value & cormmuni-
cations as a scurce of intelligence h=ad
not been realized or exploited during
the early World War I period, the need
for comrmniceticn security as a defens-
ive measure had not been fully recog-
nized or developed into a recognizeble
program. The art of deriving intelli-
gence solely from the external features
of messeges, including traffic volure
and flow, known today generelly es
traffie analysis, had not been invented
as such. The violation of stending
radio procedures as a source of intel-
ligence had not been completely real-
ized, hence 'procedure! analysis was
non-existent during those early days.
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~—..THE HISTORY OF SECURTTY MONTTORING:

" Despite  the shortcomings "'or/ the

— gignal security program during World
War I, the formation ¢f the tiny secu-
rity sub-section iathe AEF was actual-
ly a gient stride towaxrds the vastly
improved security program which exists
today. Part Two of this series of ar- -
ticles will appear in the next issue of
the Bulletin, end will trace the prog-
ress made in cozmunication security
monitoring su?sequen; to World War I.

e ey e mbs e e s . - e s

~

COMMUNICATIONS

- —

THROUGH

—

th¢ AGES )

S el

R N .\3:_ - \\\‘ W \‘;§
NS S AN\ \\\\‘-\\\\\\‘

ghe Clepsydra,

an ancient GreeK water clock, was also one of the
earliest communication devices. Messages were inscribed
on each water-filled tube at var in{“heiéhfs.Ata signal
from the sender,the faucets on both bes would be opened.
\g\/'rur'\ t{»e d;:{e . ;n{s:a{c “{nl v\:«:mruc}lud.,lhc s;ndderlwwgd
signal to shut o e water. While clumsy and slow

présgnt -day standards, the Clepsydra was & fandmark .ir{
man’s search for a rapid means of %n{ 1ands communication,
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THE HISTORY OF SECURITY MONITORING

PART TW0: THE PEACE (1819-1841)

toemirtvniiels

The monitoring of electrical com-
munications for security purposes was
initiated in France during World War I
with the formation of a security sub-
section of the Radio Intelligence Sec~
tion, Genersl Staff, AEF. The work of
this sub-seéction was discussed in de-
tail in Part One of this series, ap-
pearing in the preceding issue. Short-
ly before the Armistice, the functions
of the Radio Intelligence Section were
placed wunder 8ignal Corps control.
This article covers the development of
security monitoring during the period
between the two World Wars.

THE CODE AND CIPHER SECTION

Immediately after World War I,the
Signal Corps organized a Code and Ci-
pher Section, primarily to compile
codes and ciphers that would improve
the security of our communications. A
part of its work was devoted +to the
formulation of a program for the main-
tenance of security. The Army's exper-
ience in World War I bad amply demon~
strated that although technically sound
cryptographic systems were provided,
errors committed by code clerks might
nullify the best efforts of the compil-
ers. There were many examples in mili-
tary history ofdefeats or disaster re-
sulting from the interception by the
enenmy of plain-language messages, or of
easily solved encrypted messages. The
secure transmission of comrunications
in time of war had been proved to be a
vital necessity.

In themselves, codes and ciphers,
however skillfully compiled, could not
afford complete security. All systems
had to be practical, and in actusl

.combat where speed was essential, com-

plicated methods could not be employed.
The principle requirement for combat
systems was to delay the enemy in his
endeavors to ascertain tactical move-
ments &and the disposition of forces
until such time as the information was
out-of-date. It was evident, there-
fore, that systems should be secure
enough to delay the solution of mes-

" Beretofore,

sages until such time as the informa-
tion derived was of no value.

It was incumbent wupon the Chief
Signal Officer to train Signal Corps
officers in the proper use of codes
and ciphers, so that as few hints as
possible might be given <the enemy in
the transmissicn of the message and
the greatest delay possible imposed
upon its solution. The Code and Cipher
Section therefore prepared rules for
the use of codes and ciphers embodying
the best eryptographic practices. The
rules were incorporated into the train-
ing literature to be studied by Signal
Corps officers as part of a two-week
course of instruction at Camp Vail, New
Jersey (now Fort Monmouth).

There was no security monitoring
during the Twenties, either planned or
extant. The wheels of military prog-
ress moved rather slowly during these
years,
during the Thirties with the formation
of the Signal Intelligence Service.

THE SIGNAL INTELLIGENCE SERVICE

The SIS was formed in 1930 in an
effort to coordinate 211 cryptographic
activities under the Signel Corps.
the Military Intelligence
Division had been responsible for the
interception of enemy code &and cipher
messages. This responsibility was now
assigned to the 8Signal Corps. The
printing, storage, and handling of
cryptographic materials was still the
function of the Adjutant General, and
remained so until 1934. The old Code
and Cipher Section had become defunct
the previous year, and its activities
were assumed by the SIS.

Base units of the SIS were =as-
signed to the War Department, the Corps
areas and departments, GHQ, and the
field armies. Commnication security
activities were restricted to the base
units at GHQ and the field armies. The
field units of the SIS were radio in-
telligence companies, which could dbe

but matters were stepped up .
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assigned to any of the spheres of ac-
tivity outside of the War Department.
The RI companies were responsible for
security monitoring and reporting, and
cooperated with the base units where
assigned.

In discussing SIS unit operation
with respect to security monitoring and
related activities, it must be realized

this work represented only asmall seg-.

ment of the overall SIS mission. The

primary SIS function was commnication |

intelligence. The .units concerned with
security work operated as follows:

"l. The SIS base unit at GHQ con~
sisted of four sections, only one of
which, in addition to other duties, was
concerned with security. Violations
of communication security and radio
operating regulatioms that were report-
ed by the RI companies and base units
assigned tothe field armies were stud-
ied, and reports were submitted to GHQ
and elsewhere on request.

2, The SIS unit witha field army
included a headquarters, with one or
more RI companies operating under its
direction and supervision. One section
of the unit was engaged in monitoring
friendly commnications to dilscover
violations of cryptosecurity rules and
regulations, and 1in exercising sur-
veillance over important. wire lines.
Reports were submitted to the SIS unit
at GHQ, and to the signal officer of
the unit concerned.

3. The RI company contalned =a
headquarters platoon &and three opera-
tional platoons. The intercept section
of the headquarters platoon was made
up of two teams operating four inter-
cept stations each. These stations
were not only to intercept enemy traf-
fic, but to monitor friendly traffic
when called upon to do so.-

There was no teble of organization
for the RI company under this originsl
concept, and none was to be instituted
unhtil the company had proved itself in
active operation.

THE. RI' COMPANY IN ACTION

The first active radio intelli-
1

%

gence unit was the lst Provisional RI
Detachment, crganized at Fort Monmouth,
New Jersey, in 1933. It operated until
1937, when it was expanded into the lst
Provisional RI Company. These units
were primarily experimehtal, and were
used for training and researchin radio
intelligence.

Three new RI companies were acti-

vated as National Guard units in 1939

in the wave of rearmament brought about
by the declaration of war in Europe.
These companies, along with the lst
Provisional RI Company, became known
as Signal Radio Intelligence Companies,
and were organized under T/0 11-77,
with a2 few amendments +to the original
concept. The headquarters platoon now
contained a "security monitoring sec-
tion,"” +the first organization of its
kind so designated. The companies were
assigned to field armies,and, in 1941,
participated n the Carolina; Louisi-
ana, and Arkansas and Texas maneuvers.

During the maneuver period, the
security monitoring section monitored
traffic, analyzed violations of oper-
ating regulations, and reported these
to the signal officer of the unit con-
cerned. In addition, such complete and
accurate reports of order of battle,
personnel, troop and supply movements,
and map coordinates were compiled that,
in one instance, when a report was
shown to the maneuver commander, the
unit was accused of stealing maneuver
plans. The state of security in the
commnications of those pre-war days
was pitifully bad, and, unfortunately,
the reports were for the most part ig-
nored, for <the majority of officers
were not yet convinced of the impor-
tance of communication security in the
national defense effort.

After Pearl Harbor, the RI com-
panies continued to operate both in the
ZI and overseas, but security monitor-
ing receded once more into the back-
ground. It was not until the European
invasion that its importance was real-
ized, and companies with specific mon-
itoring duties. were activated. With
the employment of total encryption for
overseas traffic, mnew techniques such

&
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THE EISTORY OF SECURTTY MONTTORING:

as traffic analysis and procedure anal~

_¥sis were to be developed, along with
.cyryptanalysis, as a means of gauging
the effectiveness of a security pro-
gram. How this came about will be dis-
cussed in Part Three -of this series,
which will cover the World War II pe-
riod.

|
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THE HISTORY OF SECURITY MONITORING

PART THREE: WORLD WAR IT
Svnivdandealy

SYNOPSIS

The monitoring of electrical com-
munications for security purposes came
into existence during World War I,when
the need to minimize the amount of in-
telligence being made availadble to en-
exy interception was recognized. As
recounted in Part One of this series,
a security sub-section of the Radio In-
telligence Sectionm, GHQ, AEF, was
forzmed in France for that purpose. Af-
ter the conclusion of hostilities, no
plans for security monitoring were made
until the late Thirties, when the Sig-
rz) Intelligence Servicg (SIS) orgen-
-zed the Signal Radio Intelligence

S3I) Company, under T/0 11-77. This
co:pany‘ 8 principal mission was intel-
ligence, bul one of the intercept pla-
tocns was designated to perform secu-
rity monitoring, and did so with great
success in the maneuvers that preceded
world War II. This phase was discussed
in Part Two of the series. The present
article continues the history through
the conclusion of World War II. For
purposes of brevity, activities in the
Buropean and Mediterranean Theaters of
Creration will be discussed as typical
of the overz1ll situation.

NEW TECHNIQUES

The greatest advance made during
world War 1II,security-wise, was in the
development of techniques for the exam-
ination ' of monitored traffic. Up to
tris time, violations were handled ina
ralatively unscientific manner. Con-
sequently, no basis on which to plan en
effective counter-intelligence program
existed. FKow, in World War II, secu-
rity traffic eanalysis and procedure
anzlysis were developed to the point
where each bit of information, no mat-
ter how isolated, could be scilentifi-
cally evaluated, and an estimate made
ol the standard of communication secu-
rity that could be attained.

THE SIS

The Signal Intelligence Service,
formed 1in 1930, was the backbone of

.

all World War II .security monitoring
activities. As in pre-war days, base
units of the SIS were assigned to the
War Department,corps areas and depart-
ments, theaters and field armies. At
first, the SRI Company was the only
SIS unit for field support. Ilater in
the war, the Signal Information -and
Monitoring* (SIAM) Company was organ-
ized under T/0 & E 11-87S, and SIS
field units were reorganized under T/0
& £ 11-500 as Signal Service Companies.
In a1l instances, the base units co-
ordinated the work of the field units,
and were responsible for notifying of-
fending units of the violations com-
mitted. This was the SIS operation on
paper. In reality there were meny
variations and deviations dictated by
the circumstances of war.

THE SRI COMPANY

It became evident early in the
war that the Signal Radio Intelligence
Companies were not toplay a major role
in communication security activities.
When the first companies arrived in
Englend for training, all efforts were
made to develop their intelligence po-
tential, =and the security mission was
performed (if at all) indifferently.
Meritoring operators were usually those
who had failed +to make the grade as
intercept operators, and the general
attitude among the personnel concerned
was that their function was re]atively
unimportant.  Although this attitude
and  these circumstances prevailed
throughout most of the war, there were
isolated instances in North Africa and
after the Normandy invasion when SRI
Companies performed important security
missions, which will be noted in sub-
sequent paragraphs. :

THE STATE OF SECURITY IN 1943
The concept of monitoring in the

' Spring of 1943 was based on the assump-

tion that signal persomnel were aware

* At first, Staff Information and Mon-
itoring

-




.

of the importance of radio security as
a counter-intelligence means. Head-
quarters were expected tomonitor their
own nets to a large extent. Final re-
ports were to be forwarded to the Chief
Signal Officer, Washington. Policy and
procedurein the theater would be dbased
on these reports and on trips to units
by SIS personnel. :

The actual situation was quite
different. Signal offlcers were either
too busy to give adequate attention to
their own pets; or lacked the facili-
ties to do so. Wherever monitoring was
attempted, it was received with suspi-

. ¢ion and resentment by commanders, who

failed to recognize the potentialities
of enemy intercept. Radio procedure
was in a chaotic state, due largely to
the lack of any centrally issued in-
structions. Attempts to rectify this
situation by tHe issuance of local in-
structions were unsuccessful, due to
inevitable conflicts.

e

THE AFEQ MONITORING SERVICE (NATOUSA}

To achieve some sort of integra-
tion in the monitoring mission; and to
restore some sort of order in commmuni-
cation channels,the SIS Radio Security
Section inNorth Africa merged with the
123rd SRI Company in September 1943, to
form the AFHQ Monitoring Service. They
operated with moderate success for one
month, until the 1235rd was ordered to
Italy., The principal accomplishment of
che service was in spreeding the doc-
trine of counter-intercept to several
of the larger headquarters. The limit-

ed size of the section made it impos- .

sible to maintain adequate coverage of
high level and low level nets.

AFHQ maintained, in addition, a
telephone monitoring service, estab-
lished at the Headquarters switchboard.

t SO Aoy

%
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Security Nonitoring in North Africa during World War II
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Lines to be monitored were assigned by
G-2. All conversations on these lines
were-checked, and when anything -sus-
DPicious was heard, a recorder was
turned on, and the rest of the conver-
sation taken down. A report was then
typed, including the recorded conversa-
tion and whatever collateral informa-
tion the operator had picked up before
turning on the recorder. These reports
were turned over to G-2 for action.
The fact that violators. were not ) €x-
cept in a very few instances » 8lgnsl
Personnel, made it impossible to han-
dle these violations through signal
channels, and the nature of the infor-
mation disclosed precluded the use of
normal command channels, G-2 actien,
though rather slow,on the whole proved
reasonably effective in reducing sub-
sequent violations for short periods ’
but new leaks tended to develop as old
ones were closed,and it cannot be said
that the rule against using telephones
for classified information was observed
to anything like a desirable degree.

While these activities were at
their peak, a new concept of monitoring
wvas being formulated with the activa-
tion of the Fifth Army's SIAM Company.
With SIAM in operation, AFHQ was able
to devote all of its efforts to fixed
theater channels and generally higher
level commmications.

Honitor Trucks using Camouflage Nets,
) in France, 1944

{
{
{
1
‘
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SIAM

In the concept of SIAM operatiom,
security -monitoring became, for the
first time, separated frem intercept.
Its new bedfellow was information mon-
itoring, the purpose of vhich was to
£eep Army Headquarters informed of the
tactical situation and trocp disposi-
tion in anticipation of requests -for
reinforcements, supplies, and tactical
deployment. SIAM developed in the fol-

low:Lng wvay:

In September 1942, during the Bat-
tle of El Alsmein, a British staff of-
ficer tuned in a civilian radio which
he found in a house near the scene of
a8 tank battle, and overheard some of
the radiotelephone transmissions ena -
nating from the ‘tanks. A1l of the mesg-
8ages were sent either in the clear,or
in easily understood "double-talk."
The officer realized that these trans-
missions enabled him to follow the
course of the battle. He reported the
incident to his headquarters , and the
idea of a monitoring detachment for
both security and information purposes
wes born. As a result, the British
organized the "J" Service, and later
supplemented it with the "Phantom" Serv-
ice, both of which were highly sue-
cessful in providing higher commanders
with tactical information.

When the U. S. forces came into
action in North Africa, the commanders
became familiar with the value of the
"J" and "Phantom" Services, and decided
that a similar system would be desir-
able for themselves, This led to the
organization of the Fifth Army's Provi-
sional SIAM Company. For tke informa-
tlon mission,SIAM detachments obtained
tactical data from the division G-3,
and encoded and transmitted megsages of
tactical importance to higher levels.
For the security mission, SIAM detach-
ments monitored,analyzed, and reported
security violations to commanders as g
function separate from information re-
porting. - The SIAM Service was devel-
oped from personnel in the signal units
under the control of Fifth Army at that
time. Persomnel and equipment of the
SRI platoons of four divisions wers
placed under direct control of the Army
Signal Officer through the Army SIS

009
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Officer. These platoons formed the
SIAM platoons at division level. In
order to form the two corps platooms
and one army platoon needed for the
SIAM company, personnel were borrowed
from two signal companies.

‘ During the first week of the inva-
sion of Italy (9 September 1943), the
Fifth Army SIAM Service began to moni-
tor for security and information. The
value of the company as a provider of
tactical information began to be Trecog-
nized in the drive from the Garigliano
River to link up with the Anzio beach-
head, and in the drive to Rome and to
the north. 1In the latter instance, it
became evident that a breakthrough had
been achieved, and the situation became
so fluid thate it wvas impossible to in-
stall and maintain wire commnications
fast enough to keep pace with the prog-
ress, s0 that the bulk of the traffic
naturally shifted to radio. SIAM,
therefore, provided the divisions most
of their early information about the
location of flanking elements and prog-
Tress on other sectors of the front.
SIAM situation reports at this time
were soO accurate, and were received so
mich more quickly than the information
transmitted through regular chanpels 3
that they began tobe accepted as offi-
cial.

In May, 194k, the Fifth Army's
suggested table of organization wes
epproved by the War Department as T/0
& E 87S. The SIAM company was to con-

- 8ist of one headquarters Platoon, one

army platoon, four corps platoons,
eight division platoons » &and four ar-
mored division platoons. Ope of the
Problems encountered in activating such
an organization was that of personnel.
There simply were not enough trained
personnel available to staff the pla-
toons. The four SIAM companies that
were formed in the Thirg, Fifth, and
Seventh Armies (two in the Fifth) bore
little resemblance to the organization
on paper. For the most part, they had
to train their own personnel, amd since
the tactical information required con-
tinuous 2h-hour monitoring, the re-
quired coverage for security analysis
was often lacking.

SIAM, although not entirely suc-
cessful, represented animportant mile-
stone in the development of security
monitoring. Through the ‘cmnbining of
the security mission with the informa-

tion migsion, skeptical coxmanders were |

made to realize that monitoring was a
weapon to serve their needs rather than
the obtrusive nuisance they haqd imag-
ined it to be.

THE SIENAL SERVICE CUMPANY

Shortly after the SIAM companies
were activated in19L4l, the Signal Serv-
ice Companies, with SIS functions,
were reorganized under T/0 & E 11-500.
The ccmpany operated in two echelons:
& company headgquarters and two platoon
headquarters. The platoons were organ-
ized around the radio intelligence in-
tercept team.

From a security monitoring stand-
point, the Signal Service Campany did
not make much of a mark during World
War II. The intelligence mission oce
cupled most of the company's time (as
in the SRI company) and by the time
they were able to concentrate on secu-
rity monitoring, the war was over,

Shortly after  V-J Day, when ASA
was formed, the SRI and Signal Service
ccmpanies were transferred to ASA con-
trol, end were generally the initial
bases for the present day security mon-
itorirg program. BHow this came about
will be discussed in the final article
of this series, which will bring the
history up-to-date.

0
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THE HISTORY OF SECURITY MONITORING

PART FOUR: 1945 TO DATE ;
(Cankidankin) |

SYNOPSIS

The first attempt at monitoring
friendly electrical communications was
made during World War I, whena securi-
ty sub-section of the Radio Intelli-
gence Section, GHQ, AEF, was formed in
France. After +the Armistice, no fur-
ther plans were made until the late
Thirties, when the Signal Intelligence
Service (SIS) organized the Signal Ra-
dio Intelligence (SRI)- Company under
T/OXE 11-77, with a primary mission of
commumnication intelligence (COMINT) and
a secondary mission of communication
security (COMSEC). Security monitoring
was successfullysperformed by this or-
ganization duringthe pre-war maneuvers
in 1940 and 1941, but when the United
States entered world War II COMSEC was
almost completely subordinated to
COMINT. The two functions were sepa-
rated in 1944 when Security monitoring
was combined with information monitor-
ing and the Signal Information and Mon-
itoring (SIAM) Company was activated,
first as & provisional company, and
later under T/O%E 87S. Patterned after
the British "J" and "Phantom" Services,
SIAM made its mark primarily as a pro-
vider of tactical information, though
it did serve to promote COMSEC con-
sciousness in supported commands, a

service that was likewise performed by

the SIS Radio Security Stations at
various oversea headquarters. In the
latter part of the war, Signal Service
units were organized under T/O&%E 11-500
to perform COMSEC missions. This
marked the first time that organiza-
tions were formed for the sole purpose
of performing communication security
monitoring and analysis. In this, the
final part of the history, we will see
how security monitoring became unified
under the Army Security Agency in 1945,
and how it developed from that time
forward.

" THE FORMATION OF ASA

At the close of the war in Europe,

there were fourteen Signal Service Com-

panies and ten SRI Companies in opera-

tion in the ETO. The four SIAM Compa-
nies were disbanded when a large per-
centage of their personnel were re-
turned to the U.S. The SIS Sections
remained attached to theater headquar-
ters. 1In the Far East, four SRI Com-
panies continued to operate in the war
against Japan. By August, the machin-
ery had been set into wmotion to com-
bine all Army COMINT and COMSEC (cryp-
tologic) organizations into a single
agency. Our experiences in World War

II had demonstrated that the crypto-

logic problems of all vommands through-
out the Army were so closely interre-
lated that the full potentialities of
COMINT and COMSEC activities could be
realized only by placing them under the
control of a single commander who could
coordinate them on a world-wide basis.
Accordingly,all cryptologic functions,
facilities, and personnel of the Army,
except those which were integralto the
signal comminication system (eg, cryp-
tocenters) were combined on 15 Septem-
ber 1945 to form the Army Security
Agency. From that date forward, COMINT
and COMSEC organizations have been at-
tached rather than assignedto the com-
mands they support. ASA organizations
performing security monitoring and
analysis execute missions requested by
supported commands, while operational
control and technical direction of the
monitoring and analysis operations are
responsibilities of the Agency.

POSTWAR DEVELOPMENT

Security monitoring, like many of
the Arry's functions,suffered from im-
mediate postwar demobilization. A de-
cisive victory bhad been won over the
Rome-Berlin-Tokyo axis. Yesterday's
enemies were powerless to exploit our
ccmmnications. This, together with
the return to peacetime operating con-
ditions, resulted in a rather sharp
curtailment of the Army's communication
security operations. During the final
months of 1945, monitoring was continu-
ed, but on a reduced scale. Full-scale
security monitoring and analysis were
resumed in 1946, subsequent to the
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" Field Army,

formation of ASA, Europe and ASA, Pa-
cific (now ASAFE) as bdranches of the
parent organization in Washington.¥*

In 1948, when the Army and Air
Force were separated,the task of moni-
toring Air Force communications was
assumed by the U.3. Air Force Security
Service, to which ASA COMSEC organiza-
tions supporting the Air Force were
transferred.

ASA IN SUPPORT OF A FIELD ARMY

By January 1950, plans for a new
ASA fleld army support organization
reached the drawing board stage. A new
concept entitled, "ASA in Support of a
" outlined the Communication
Reconnaissance Organization, which was
put into effect the following year.
The plan as finally approved reorgan-
ized the ASA support structure for the
field army. The COMSEC mission of the
Agency in support of a field army was
to furnishthe necessary facilities and
supervision to insure compliance with
COMSEC regulations, to distribute and
account for cryptomaterial within the
command, and to keep the commander ad-
vised on the security of his signal
commnications and of ways in which
their security could be improved.

The plan was worked out with the
recognition that the ever increasing
use of electrical comminications facil-
ities by U. S. forces had compounded
the need for communication security
support to commanders at all echelons.
It was realized that such support was
mandatory if we were to deny the enemy
access to the intelligence that would
be passing over these facilities.

The Communication Reconnaissance
Group (T/O%E 32-500) was created to
support field armies. ASA units organ-
ized under T/O%E 11-500 were reorgan-
ized under T/O%E 32-500 during 1951.
The new group organization included
commnication security personnel and
facilities to provide direct support
at army, corps, and division levels.

* Other ASA oversea headquarters were
organized within the next three years.

The group headquarters and head -
quarters company performed cryptomate-
rial supply and maintenance functions
for the field army at large,supervised
and coordinated the segurity support
activities of subordinate ASA units,
and provided direct monitoring and
analysis services to the field army
headquarters and army troops.

Each corps of the field army was
served by a Commnication Reconnais-
sance Battalion which included one se-
curity company, the sole function of
vhich was to provide direct security
monitoring and analysis support to the
corps and its subordinate divisions.
Detachments from the security company
supported individual divisions. Teams
from the detachments operated in regi-
mental and battalion areas when neces-
sary to insure adequate monitoring
coverage of division communications.

Facilities were provided to moni-
tor radiotelegraph, radiotelephone,
teletypewriter, and telephone communi-
cations. The various nets and circuits
vere monitored on a rotating basis.
Particular attention was. devoted to
nets and circuits which were most wvul-
nerable to interception and which ex-
perience showed would be most likely
to carry information of the greatest
intelligence value to the enerny.

Spot reports of serious violations
found in monitored transmissions were
made to the supported commands to as-
sist them in teking immediate correc-
tive action. Periodic communication
procedure analysis reports were made
to assist commanders in improving the
operating and transmission security
discipline of their signal commmunica-
tion systems. Security traffic analy-
sis reports were submitted periodically
to keep commanders informed of the
amount and kinds of military informa-
tion which could be presumed to have
been exposed to interception by the en-
emy,to assist them in making realistic
appraisals of the transmission security
of their commands, and to aid them in
taking direct, effective action to
eliminate correctable weaknesses.




Encrypted traffic was obtained
from the supported commands,decrypted,
and examined for deviations from cryp-
to-operating instructions. Violations
discovered were reported to assist the
supported commands in maintaining high
standards of cryptosecurity.

Action in Korea proved "that the
communication reconnaissance organiza-
tion possessed ‘great flexibility and
was capable of providing support to
field armies which do not follow the
“book" type of organization.

Military operational specialilst
and equipment requirements, internal
and external organizational relation-
ships, missions, functions, work pro-
cedures, and reporting systems were
closely studied invarious oversea com-
mands in a wide variety of situations.
A number of adjustments inorganization,
equipment, and doctrine were made as a
result of these studies. T/O&E 32-500
was revised, and a series of fixed
T/&E's (32-51,32-55,32-56, and 32-57)
were prepared toreflect these changes.
The Communication Reconnaissance Groups
were reorganized under the new fixed
T/&E's during the current year.

The principal modifications that
have been made in the commnication
security components of the group have
undergone no substantial change; hovw-
ever, the cryptomateriel supply and
maintenance functions of the group
headquarters are scheduled to be trans-
ferred to the Signal Corps as a result
of a recent redefinition of ASA func-
tions in AR 10-122, 23 June 1955. This
regulation also added to the security
support responsibilities of the Agency,
but the effect which these additions

. will have on the organization and func-

tions of the Communication Reconnais-
sance Group cannot be described until
current studies are completed.

The transmissionand cryptographic
security analysis <functions formerly
performed by the headquarters of the
security company for the corpsat large
are now performed by the headquarters
of the Communication Reconnaissance
Battalion (T/O%E 32-56). The battalion
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headquarters bas also been made respon-
sible for monitoringthe communications
of corps headquarters and corps troops.

The battalion contains two opera-
tions companies (T/O%E 32-57), each of
which bhas two division support pla-
toons. These platoons are organized
and equipped to provide both.COMSEC and
COMINT services. The COMSEC section of
the platoon consists of a number of
monitoring teams which can be deployed
in the division area in a variety of
combinations to obtain adequate cover-
age of division communicaticns.

MONITORING ABOVE FIELD ARMY LEVEL

Communication Reconnaissance De-
tachments (T/O%E 32-500A) provide moni-
toring and analysis services to commi-
nication and  theater zone organiza-
tions. These detachments are organized
under & cellular rather than a fixed
T/O%E because the composition of the
forces they support varies considerably
from one oversea command to another.
Oversea ASA's supervise and coordinate
all security monitoring and analysis
activities of the commmnication recon-
naissance organizations intheir areas,
and, in addition, furnish direct moni-

toring and analysis support to the sen- .

ior army beadquarters in the oversea
commands. Direct monitoring and anal-
ysis support is furnished to ZI orgeni-
zations by Army Security Agency, Wash-
ington, and by ASA general reserve
units.

The COMSEC activities of ASA at
all echelons of command are integrated
into a single world-wide program admin-
istered by ASA,Washington, because the
comminications of all commands are soO
closely interrelated that the security
of each is dependent to a large degree
on the security of the others.

This article concludes the series
on the history of security monitoring.
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